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The Challenge: Security Verification

In the realm of Security Service Edge (SSE), the transition from operational management to
strategic oversight presents new challenges for organizations.

This involves:
* Ensuring the SSE provider maintains the system effectively.
* Assessing the impact of policy changes on security.

* Verifying the effectiveness of the SSE solution within the organization’s security
framework.

Cybersecurity is a black box; Security Service Edge is a black box in a black box.
* ltis alot harder to test SSE than traditional network security products.

* Enterprises don’t always have the time or expertise to build a test environment.
* Many of the tools required to test SSE are not yet commercially available.

How Do You Know? Verify with Spot Check.




Introducing Spot Check

Trust but Verify: A Timeless Principle Applied to Cybersecurity

CyberRatings “Spot Check” is a service designed to provide organizations with the assurance they
need. Spot Check doesn't just test; it verifies. It provides an independent evaluation of SSE solutions,
verifying that they are delivering on their promise of protection.

* Objective Assessment: "Spot Check" evaluates your SSE's ability to defend against the latest threats,
offering an objective assessment of your cybersecurity posture.

* Real-World Scenarios: By testing your actual deployments, "Spot Check" ensures that your SSE
solutions are battle-tested and ready for the challenges they will face.

* Policy Change Evaluation: When policies change, "Spot Check" helps you understand the security
implications, ensuring that your modifications don’t adversely impact your security posture.

Confidence comes from verification.
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Unique Features

Version (Value) Cipher Suites Prevalence
. . TLS1.3  (0x13,0x02)  TLS_AES_256_GCM_SHA384 66.51%
Clpher Suite Support TLS1.2  (0xCO, 0x30)  TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 11.85%
. . . . . . TLS1.2  (0xCO, Ox2F)  TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 9.26%
TeStmg will determine which C|pher suites are TLS1.3  (0x13,0x01)  TLS_AES_128 GCM_SHA256 8.07%
su pported. TLS1.2  (OXCC, 0xA8)  TLS_ECDHE_RSA WITH_CHACHA20 POLY1305_SHA256 1.72%
. TLS1.2  (0xCO,0x28) | TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 0.68%
False Positive Rate TLS1.3  (0x13,0x03)  TLS_CHACHA20_POLY1305_SHA256 0.55%
. . . TLS1.2  (0OxCO,0x2C)  TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 0.42%
The rate at which the SSE blocks Iegltlmate traffic. TLS1.2  (OxCC, 0XA9)  TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256  0.27%
Epr oits & Malware Delivered Over HTTP TLS1.2  (0xCO, Ox2B)  TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHA256 0.20%
The rate at which exploits & malware delivered over - HTTP Evasions NETEE Blatie
e HTTP Headers
Exploits Delivered Over HTTPS * HTTP Compression 12,000+ Evasions
- HTML
. . . . Customer’s SSE configuration
The rate at which exploits & malware delivered over ML |
* JSON CRO Live Network & Targets
HTTPS are blocked. * Multipart/form-data
* Portable Executable
Evasions  Layered Evasions

Threat actors use evasion techniques to disguise
and modify attacks at the point of delivery to avoid
detection by security products.
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Technical Overview

* TLS/SSL Functionality * Resistance to Evasions

<Vendor><Product/Service>

* Protection vs Malware Download * False Positive Rate e 1007 SECORITY EFFECTIVENESS

On January 22, 2024 CyberRatings.org conducted an
independent spot check for <Compary Mames of the <Vendars
<Product/Services from our cloud testing faziiity in Austin, s lware Protattion
Tewas. <Vendor= was tested to measure the effectiveness of its

* Protection vs. Exploits o s e B et i

whesher any of ¥ £ evasians could bypass defenses.

Exploit Pratection

G ings.org also tested to determine whether i False Positive Testing
provided funetianal support far TS/SSL 1.2 and 1.3 encrypled
traffic using the most prevalent cipher suites. TLS/S5L Functionality
. Threat Prevention Samples Tested Samples Blocked Blacked %
Secure Service Edge (SSE) - Malware Downloads Sl bisied - e oy
Wild Exploits g L H
SSE Test Topology Sk ot o 1
Critical 5.0-10.0 bl L LLEE
Very High 2089 Ay Hux s
High TOTS day wug AU
Medium G068 [ e Hi
Malware Protection i i s
Client Location (Vendor/Enterprise) Servers (CyberRatings - on-prem/cloud) Wild Malware any L s
Malware Library (1] (1] (1
Resistance to Evasians (1] " (3
I nternEt HTTP Evasions Y LLE s
HTML Evasions uny i s,
XML Evasions i #ew %
)9 Tunnel % JSON Evaslons a wn e
- = = == = = = i -4 > Multigart/Farm-Data Evasians ] oy Hib%
@ @ Portable Exerutable [packed, archived, etc.} sy HuE HEH
Layered Evasians ] [ s
Test Tools Gateway SSE Internet Tost Taols False Positive Rate uny e sawse
Malware Router 4 gateway Malware i s 5
Provider Version Prevalence  Cipher Suites Results
TS 13 66.51% TLS_AES_256_GEM_SHA3BA [0x13, 0x02) PassFail
! Ts12 1185% TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA3B4 (InCO, Dx30) PassFall
| T Ts12 9.26% TLS_ECDHE_RSA_WITH_AES_12E_GCM_SHA256 (DnCO, Dx2F) Pass,Fail
! TS13 B07% TLS_AES_12B_GCM_SHAZSE [0x13, 0x01) PassFail
/__,-'- - | Ts12 172% TLS_ECDHE_RSA_WITH_CHACHAZ0_POLY1305_SHAZS6 (0eCC, OxAB) PassFail
/” o \ | TS12 0,685 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHAISA {0600, Di25) PassFail
Phishing, \ 'A‘Ad obe 13 0.55% TLS_CHACHAZO_POLYL30S_SHAZSS ((n13, 0x03) Pass/Fail
I Malware, | e | TS1.2 0.42% TLS_ECOHE_FCOSA_WITH_AES_256_GOM_SHAZSA (i), hiC) Pass/ Fail
AN Exploits, EtC/" @ | TLS 1.2 0.27% TLS_ECOHE_ECOSA_WITH_CHACHAZD POLYZ30S_SHAZSS [OnCL, (Ad) Pass/Fall
\\\ A WORDPRESS | :: TS12 0.20% TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHAZSE (DnCH), (u2B) Pass/Fall
1
el salesforce B2 Microsoft 365
Ehe New Yok Times @NNJ
Okta ORACLE
i Ping o
Internet Sites Azure AD | Saas Applications

IdP Providers




Getting Started with Spot Check

How does it work?

Spot Check operates as a virtual employee that is added to the SSE policy being used by an organization.
If the organization has multiple policies based on roles (e.g., Sales, Marketing, Engineering, Accounting,
Executives) we recommend doing a Spot Check virtual employee for each user type.

Signing up for Spot Check is easy.

All you need to do is email us at spotcheck@cyberratings.org.

Confidence comes from verification.



mailto:spotcheck@cyberratings.org

About Us

We Test. You Trust.

CyberRatings.org (CRO) is a non-profit member

organization dedicated to providing confidence in
cybersecurity products and services through our
research and testing programs.

3,200+ members from around the world include:

e Security Vendors * International, Federal / * Retall

« Technology Companies State / Local Governments . gptertainment
* Financial Services * Healthcare « Manufacturing
« IT Services / MSPs * Oil&Gas

We are a world-class lab you can hire and a non-profit dedicated to sharing our
knowledge of how to build, manage, and apply testing to answer the tough questions.
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